Create Local Certificate Authority
and

Self Signed Certificate
(for V5R4 and previous)

This document will detail how to create a Local Certificate Authority(CA) so a self signed certificate can be
created. This is an alternative to purchasing a certificate from a respected Certificate Authority like
Verisign or Thawte. The advantage to purchasing a certificate from a respected CA is that it then usually
means people trying to connect to your web service will NOT need to manually install the CA because it
came pre-installed on the machine from the operating system vendor (i.e. IBM, Microsoft, Sun, etc).

Start the Admin Server

After starting the admin server instance (STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN) ) go ahead and
sign into the admin instance at http://myas400ip:2001. Select the "Digital Certificate Manager” link on
the Tasks page. Note that as of V6R1 this process is different and we have not yet developed
documentation for that release.
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Create SSL Application

The first general concept is to create an “SSL Application” as a preparation step so that we can use it later
in a wizard process when we create the Certificate within the Certificate Authority. To setup an SSL
Application you first need to select the *SYSTEM certificate store by selecting the “Select a Certificate
Store” button in the left nav. If the *SYSTEM store has not been created then it won't be displayed. To
setup the *SYSTEM certificate store please view the following tutorial: http://rpg-xml.com/SSLSetup.aspx

2 Digital Certificate Manager - Mozilla Firefox
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To create the SSL Application go ahead and select the “"Work with server applications” link within “Fast

Path” (note you should have already selected the *SYSTEM certificate store using the “Select a Certificate
Store” button) in the previous step.
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Select the “Add Application” button on the “"Work with Server Applications” screen.

Work with Server Applications
Application type: Setver
You can add an apphcation or select an application to worle with from the hst.

Applications registered to use certificates:

[_Add Application
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Fill out the “Add Application” form by specifying the “"Application ID” field and the “Application description”
field.

Add Application

Application type: Server

Application ID: 55L_AFF1

Est program mformation
B Ezat prograrm: *MOMNE
Ezit program library:
Threadsate: Mo ]
Multithreaded job action: | Use system wvalue anly [V]
Application user profile: *MOMNE
Define the CA trust hst: OYes ®Ho

Client authentication supported: | O Yes ® Mo

Client authentication recuired: O Tes @MNo

Certificate revocation processing: | ® Yes O Mo

Enter either the application description message mformation or an application description. }

Application description message information

Ilessage fle:

O |blessage file hibraty:

Idessage 1D

Add N\ | Cancel
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Select the “Create a Certificate Authority (CA)” link. Make sure you have already selected the *SYSTEM
certificate store (i.e. the “Select a Certificate Store” button is used for that).
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Fill out the “Create a Certificate Authority (CA)” form. Specify a secure password. Specify the CA name (I
usually specify the “official” hame of the company). Specify the Organization name (I usually just copy
from the CA name). Specify the State and Country. Select the “Continue” button.

Create a Certificate Authority (CA)

Certificate type: Certificate Authority (CA4)
Certificate store: Local Certificate Authority (CA)

The system will create a certificate with a private key and store the certificate in the L
(CA4) certificate store.

Eey size: 1024 |» | (bits)
{Certificate store password: sssssses {required)
{Confirm password: sessnsee {required)
Certificate Information
Certificate Authority (CA) ABC Company (el
name:

{Jrganization unit:

{Jrganization name: ABC Company {requ

Locality or city:

state or province: binnesota (req
chara

{Country or region: Us | {required)

Validity period of Certificate Authority (CA) (2-7300): (7300 | (days)
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You will now be presented with the “Install Local CA Certificate” screen. From here you can choose to
select the “Install certificate” link if you want to save this for use later on (i.e. provide it to a PC
programmer connecting to your web service) or click the Continue button. Note you can get to the
certificate later if necessary.

Install Local CA Certificate

Certificate store: Local Certificate Authority (CA)

A certificate for yvour Certificate Authority (CA) was created and stored
i the local Certificate Authority (CA) certificate store.

Tou st install the Certificate Authority (CA) certificate in your browser
so the browser can vertfy certificates that vour C4 1zsues. Clck the
tollowing link to mstall the certificate i vour browser. Y our web browser
will display several windows to help vou complete the installation of the
certificate.

Certificate type: Certificate Authority (CA) z

Install certificate

policy data that wall be used for sigung and 1ssumg certificates with this
Certificate Authority (CA).

Contin e :l Cancel I

After instaling the certificate, select Continue so wou can prowide the },
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If you select the “Install certificate” link then, depending on what browser you are using (FireFox in the
case of this tutorial), you will be presented with a dialog to take you through the process of downloading
the certificate to your desktop. The following screen shots show how to export the CA certificate.

. - [ |
Downloading Certificate =
You have been asked to trust a new Certificate Authority (CA).
Do wiou wank to krust "ABC Company” For the Following purposes?
[] Trusk this CA ko identify web sites,

[] Trust this Ca to identify email users,
[] Trusk this CA to identify software developers.

Before trusting this Ca for any purpose, you should examine its certificate and its palicy and
procedures (if available),

(] 4 ] ’ Cancel

Certificate Viewer:"ABC Company"

st

Certilj Hierarchy
AEC ompany

Certificate Fields
[=I ABC Company i
=) Certificate
Yersion

Serial Mumber
Certificate Signature Algorithm
Iszuer
[=] Y alidity
Mok Before
Mok After [v]
Field ¥alue

Exzport. 1}

Close




Modify the Policy Data values if necessary. Below is a common approach for this page as it keeps the
certificates valid for the longest period of time (i.e. 2000 days).

Certificate Authority (CA) Policy Data

Tour Certificate Authonty (CA) was created with the default policy data
shown below. Change the data f yvou want and then select Contmue.

Allow creation of user certificates: O Tes ® 1o

Validity period of certificates that are issued

hy this Certificate Authority (CA) (1-2000); 2200 | (da7s)

Drays until Certificate Authonty (CA)Y expares: 7300




At this point the Certificate Authority creation process is complete. You can select the “"Cancel” button at
this point and continue onto the next step detailed next.

Select Applications to Trust this Certificate Authority (CA)

The policy data for the Certificate Authority (CA) was successfully changed.

Certificate type: Certificate Authority (CA)
Certificate store: Local Certificate Authority (CA)

Select the applications that should include this Certificate Authority (CA) in the
application Certificate Authority {(CA) trust list:

SelectAll || Clear Al |

Application Type |Assigned certificate
[ |15/03 TCPR/IP Telnet Server Server Neone assigned
] | Cluster Security Server None assigned
] |IBM Directory Server SErver Mone assigned
[] |IBM Directory Server publishing | Client Neone assigned
] |IBM Directory Server client Clent Neone assigned
[ |i5/03 VEN Eey Manager Server None assigned
[ |15/03 TCEIP FTF Server Server None assigned
[ |15/03 TCR/IP FTP Clent Client None assigned
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The *SYSTEM Certificate Store should be selected at this point, but to ensure it is we will go ahead and
select it again. Select the “Select a Certificate Store” button.

©J Digital Certificate Manager
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Select the *SYSTEM certificate store and select the Continue button. Do NOT select Local Certificate

Authority (CA) at this point as it looks the same as another screen's radio button that we will select in a
bit.

Select a Certificate Store

=elect the certificate store that vou want to open.

(0 Local Certificate Authority (CA)

@ *ETETEM e
(O Other System Certificate Store

. xﬂﬁqamu\r*u—-ﬁ-ﬂ'\-‘ﬂ"

Enter the password and select the Continue button.
Certificate Store and Password

Enter the certificate store password.

Certificate type: =erver or chent

Certificate store: *SYSTEM

Certificate store path and (OIBLLTTEEEDATATCES
filename: DEFATLT EDE
Certificate store password: sssssese
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In the left nav select the “Create Certificate” link.

Select a Cedificate Store

Expand All || Collapse Al

B Fast Path

= Create Certificai:
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On the “Create Certificate” page select the “Server or client certificate” radio button and click Continue.
Create Certificate :

=elect tMe type of certificate that vo

(*) Server or client certificate

(7 Server or client certificate f
(» User certificate
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Select the “Local Certificate Authority (CA)” radio button and select Continue
Select a Certificate Authority (CA)

Certificate type: Server or client
Certificate store: *=¥STEM

Select the type of Certificate Authority (CA) that will sign this certificate.

® Local Certificate Authorty (CA)

O WVertZign or other Internet Certificate Authonty (CA)
(O PEIX Certificate Authority (CA)
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On the “Create Certificate” page fill out all of the fields. The “Certificate label” field can be any value that
will allow you to easily reference this later on apart from other certificates that may be created. The
“Common name” value is important because you will want it to match the exact URL of the web service
being offered on the AS400. If you don't make it the same then there is the potential that not all clients
will be able to connect to your web service based on warnings being issues when their program initializes
the secure connection (our experience).

As noted, the bottom of the form where the “Subject Alternative Name” appears do not require entry in
those fields. We do not use these fields when we create certificates.

Create Certificate

Certificate type: Server or client
Certificate store: *> T =TER

TTze thiz fortm to create a certificate m the certificate store hsted abowve.

Key size: 1024 | | (bits)
Certificate label: My Certificatell 4__ (required)
Certificate Information

Common name: subdomain mycompany.com 4_—m.u'red]

Organization unit: _

Organization name: My Cormpany 4__ (required)

Locality or city: -

State or province: | Minnesots 4__ (requirediminimum of 3 characters)

Country or region: US| {required) ‘_

Subject Alternative Name

Note: Certificate extensions are not necessary for Secure Sockets Layer (531, but are recommended
for Virtual Private IMNetworls (WP

IP version 4 address:

Fully qualified domain name:
(host_name dotnain_natne)
E-mail address:
(user_name(@domain_narme)
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On the “Select Applications” page you will now select the SSL application you created earlier — in this case
“SSL app for XML web services”. Select the “Continue” button.

[ Cr pestéiftise Tacntty Mapping BIM)  [Client |~ o ascignad ™
[ |i5/03 TCPRIF FTP Server SEITVED MNone assigned
] |15/03 TCRIP FTP Clent Chent MNone assigned
[ |Webserver Search Engine Server Maone assigned
L] |HTTP Server Monitor SEITVED MNone assigned
seL app for XL web services Server MNone assigned

Cnntinue_ . [@
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Finally, select the OK button to complete the creation of the self signed certificate and its assignment to
the SSL application.

Application Status i

| The applications vou selected will use thus cerbficate.

Next the SSL application needs to be associated to an Apache server instance. To accomplish this we
need to go back to the iSeries Tasks page at http://as400ip:2001 and select link “"IBM Web Administration
for i5/0S".

s IBM Web Administration for i5/0%
g Q Configure HTTE servers, application sewe:sl}d deploy application

iSeries Navigator URL Advisor
£ Learn how to add $503 administration tasks itto your web applicatio

. Digital Certificate Manager
L C;i.a*muiaﬁ meﬂiﬂg&mﬁ PR




You can either add SSL functionality to an existing Apache server instance or create a new one to facilitate
the web service SSL requests. To make it more apparent what needs to be implemented for SSL
capabilities we will create a very simple Apache server instance.

On the main “IBM Web Administration for i5/0S” screen select the “Setup” tab and the “Create HTTP
Server” link.

IBM Web Administration for i5/0S

w Common Tasks and Wizards
A Creste HTTP Server
A Creste Application Server
A Migrate Original to Apache
A Creste WebSphere Portal
A Creste BM Workplace

Give the server a name and description.
Create HTTP Server

Welcome to the Create Mew HTTP Serverwizard. This wizard helps you set up
HTTF server (powered by Apache).

You must name youdr newy server. This name will be used later to manage the

YWhat do you want to name your new sener?

SEMEr Name: SECURET
Server description: | Secure HTTF CGI instann:e|

Click Hext to continue or Cancel to leave at amdime.

[Elack][ﬂext] [Cancell !
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Take the defaults on the “Server root” value and select the “"Next” button.
Create HTTP Server '

The server rootis the base directory far your server. Within this directary, the wi

subdirectories foryour logs and configuration information. Supported file syste
root are root and Q0penSys.

Which directory wwould you like to use as the server root for your new server?

Serer root; ,."'-wm,."sec:ureﬂ Browse

Hote; If the server root directory does not exist, the wizard will create it for you.

Back || Hexi i Cancel
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Take the defaults on the "Document root” value and select the “"Next” button.
Create HTTP Server '

The document root is the base directory from which documents will be served by vo

Which directory would you like to use as the document raot far your new server?

Docurment root | feeaagfsecure] fhtdocs Browse

Mote: Ifthe document root directory does not exist, the wizard will create it foryaou.

Back || Hexi . | Cancel
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Select an IP address and enter a value of 443 into the “Port” ﬁelq. Select the “"Next” button.
Create HTTP Server

Your server may listen for requests on specific IP addresses aron all IP addrj

Qnwhich IP address and TCP portwould you like your nesy server to listen?

IP address: 172297411688 v
Part: 443

Mote: Most browsers make requests to port 80 by default.

Back || Hexi © | Cancel

~
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Take the default for the “access log” setting and select the “"Next” button.
Create HTTP Server

Your semer can record activity on yourweb site using an a
information about requests made to the server. This infor
using yourweb site and how many requests have been m

Do vou want your nesy server fo Use an access l0gy:
Blves
O ho

Mote: An errar log is separate from an access oo and will
ofyour decision to use an access [og.

Back || Hext Cancel

-
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Take the default for the time to keep the log files and select the "Next” button.
Create HTTP Server

The errar and access logs being created for t

a daily basis, to prevent the individual log files
numher of closed outfiles from bhecoming too
automatically delete the aldest ones. When en
the logs reach a specific age.

Specify the time to keep the log files:
O keep, do not delete
@ Delete based upan age

Delete age: | 7 days |v

Back || Hext -Cancel

R _A_jé‘.q-hq..\w R TR

Review the summary of the instance you are about to create and select the “Finish” button.
Create HTTP Server '

Server name: SECURE1

Server description: Secure HTTP CGl instance
Server root: Mednrwifsacilre]

Document root: Toanrifzecuretfhidocs

IP address: 17229141159

Port: 443

Log directory: Mvvinfsecuretiflogs
Access log file: access_log

Error log file: error_log

Log maintenance: 7 days

Back Finisk Cancel
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Make sure you are in the "Manage” tab and the “Http Servers” tab and that the correct server is selected,
the click the “Edit Configuration File” link.

IBM Web Administration for i5/0S
vanacd | Related Links

All Servers  HTTP Servers w

@ Stopped Server:| SECURET - Apache [V] Serverarea: Global configuration [V]

7  WehSphert

w Common Tasks and Wizards
J Creste HTTP Server Manage Apache server "SECURE1" - Apache/2.0.58
J Creste Application Server
J Migrate Original to Apache
J Creste WebhSphere Portal
J Create BM Workplace

Secure HTTR CGlinstance

P HTTP Tasks and vizards
Welcome to the IBM Weh Administration for i8/05 manage forms for HTTP Server (powg
Apache). Using these forms, you can set up and manage your HTTR Serer {powered b
puickly and easily. With IBM HTTP Serer for i9f05, you have everything ywou need to esta
presence and get started on the road toworking the Web for business.

F Server Properties

w Toolz
& Display Configuration File
& Edit Configuration File‘—— To get started, use the Create Mew HTTP Server wizard under Commoan Tasks and Yyiz
& Directive Index wizard, step by step, to guickly create aworking HTTP Server {poweread by Apache). Ong
= Real Time Server Statistics has been successfully completed, you will have an HTTP Server that is ugable for interrg

husiness needs.
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Enter the below text into the text area in the browser on the “Edit Configuration File” page and select the
“Apply” button.

LoadModule ibm_ssl_module /0SYS.LIB/QHTTPSVR.LIB/QZSRVSSL.SRVPGM
Listen 172.29.141.159:443

SetEnv HTTPS_PORT 443

SSLEngine On

SSLAppName SSL APPI

DocumentRoot /www/securel/htdocs

CGIConvMode $$%$EBCDIC/EBCDIC%%
ScriptAliasMatch *~/MYRXS/(.*) /qsys.lib/MYRXS.1lib/S$1.pgm

<Directory /qsys.lib/MYRXS.I1ib>
allow from all
order allow,deny
options +ExecCGI

</Directory>

Stop and start your Apache server instance with the buttons in the upper left of the page. Make sure the
HTTP instance is fully stopped before starting it by using the blue refresh button (note, it shouldn't have
already been started unless you started it).

IBM Web Administration for i5/0S

Advanced | Related Links
HTTP Servers

All Servers ASF Tamcat Servers

@ Stopped C ; Server: SECURE1—pache [V]
"'lﬂ--.____.‘ aftm _\_J.M"—M—ﬂ-“‘



Open up another browser tab and enter this address: https://as400ip/myrxs/rxsl where as400ip is the IP
of your AS400. Note that by default the browser will go to port 443 when we specify https. Because the
Apache instance we created isn't a “trusted” Certificate Authority it will prompt you. Go ahead and accept
the certificate. The method of accepting the certificate is different based on the browser. Below you can
see how it is done in FireFox.

2 Page Load Error - Mozilla Firefox

File Edit ‘Wiew History BEEESGELES Tools  Help
- b | A htkps: 172,229,141, 159 myres s 7o

|j Digital Certificate Manager |j HTTP Server Administrabi... 1. Page Load Error ﬁ -

0 . Secure Connection Failed
172.29.141.159 uses an invalid security certificate.

The certificate is not rusted because the issuer certificate is not
trusted.
The certificate is only valid for subdomain. mycompany .com

(Error code; sec_arror_untrusted_issuer)

= This could be a problemn with the server's configuration, or it
could be someone trying to impersonate the server,

= If you have connected to this server successfully in the past,
the error may be temporary, and you can try again later,

O vou can add an E::cu:el:ulzit-r;...:Ib
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Add Security Exception v.4

You are about ko override how Firefox identifies this site,

¢ Legitimate banks, stores, and other public sites will not ask you to do this.
L.

Server

Locakion: | htkps: /172,29, 141, 159 myrxsrs] Gek Certificate

Cettificate Skatus

This site attempts ko identify itself with inwalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft,
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized autharity.

Petmanently skore this exception

Confirm Security Exceptior L_ Cancel
A

After accepting the certificate you will be presented with the results of the web service. At this point you
are completely done with setting up a Local Certificate Authority, a self signed certificate, and applying all
that to an Apache server instance.

0 https: //172.29.141.15% myrxsfrxs1 - Mozilla Firefox
File Edit \iew Histary  Bookmarks Tools  Help
- A Ijg,‘ https:/{172.29. 141, 159 myrs s WU

|j Digital Cerkificate Manager |j HTTP Server Administration .. & | https://172.29.141.159... ﬁ T

<output myattr="static value"=I love home improvement plumbing.
Especially when it leaks after you turn on the water!</output:

Success!
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